SMARDEN PARISH COUNCIL
Data Protection Policy (UK GDPR)
1. Purpose of the Policy
Smarden Parish Council (“the Council”) is committed to protecting personal data and complying with its legal obligations under the UK General Data Protection Regulation (UK GDPR) and the Data Protection Act 2018.
This policy explains:
· How the Council meets its data protection obligations
· The responsibilities of councillors and officers
· How risks relating to personal data are managed
· How individuals’ rights are upheld
This policy supports the Council’s governance arrangements and demonstrates that the Council has appropriate policies, procedures, training, and oversight in place.

2. Data Protection Principles
The Council processes personal data in accordance with the UK GDPR principles. Personal data shall be:
· Processed lawfully, fairly and transparently
· Collected for specified, explicit and legitimate purposes
· Adequate, relevant and limited to what is necessary
· Accurate and kept up to date
· Kept no longer than necessary
· Processed securely to prevent unauthorised access, loss or damage

3. Roles and Responsibilities
Data Controller
Smarden Parish Council is the Data Controller.
Data Protection Officer (DPO)
Parish councils are not normally required to appoint a Data Protection Officer. Smarden Parish Council has not appointed a formal DPO. Overall responsibility for data protection compliance rests with the Council, supported operationally by the Parish Clerk.
Parish Clerk
The Parish Clerk has day-to-day responsibility for:
· Maintaining GDPR compliance
· Managing personal data securely
· Responding to data subject requests
· Maintaining the Information Asset Register
· Reporting and managing data breaches
Data protection training is mandatory for the Parish Clerk and must be undertaken annually. The Clerk will then cascade relevant guidance, updates, and best practice information to all councillors.
Councillors
Councillors must:
· Handle personal data responsibly and confidentially
· Only access personal data necessary for Council business
· Not disclose personal data improperly
Councillors will be offered data protection training, but this training is not mandatory.

4. Risk Management
Handling personal data presents both responsibility and financial risk to the Council. Data protection is therefore included in the Council’s Risk Management Schedule.
Risk mitigation measures include:
· Annual review of data held
· Privacy notices
· Secure storage and disposal of data
· Training and awareness
· Limiting access to personal data

5. Data Breaches
A personal data breach is a breach of security leading to the accidental or unlawful destruction, loss, alteration, unauthorised disclosure of, or access to personal data.
All suspected data breaches must be reported to the Parish Clerk immediately.
Where required, the Council will:
· Notify the Information Commissioner’s Office (ICO) within 72 hours of becoming aware of a notifiable breach
· Notify affected individuals without undue delay where there is a high risk to their rights and freedoms

6. Privacy Notices
The Council will provide clear and accessible Privacy Notices explaining:
· What personal data is collected
· Why it is collected
· How long it is retained
· Who it is shared with
· Individuals’ rights
Privacy notices will be reviewed regularly and recorded within the Council’s information records.

7. Information Asset Register/ Audit
The Council will maintain an Information Asset Register detailing:
· The personal data held
· The source of the data
· The lawful basis for processing
· Retention periods
· Data sharing arrangements
This register will be reviewed at least annually and whenever new activities or services are introduced.

8. Individuals’ Rights
Under UK GDPR, individuals have the right to:
· Be informed
· Access their personal data
· Rectification
· Erasure (where applicable)
· Restrict processing
· Data portability
· Object
· Not be subject to automated decision-making
Requests must be responded to within one calendar month. Requests are normally free of charge.

9. Children’s Data
Children’s personal data is afforded special protection. Where consent is required:
· Children aged 13 or over may give their own consent
· For children under 13, parental or guardian consent is required
· Information will be provided in clear, age-appropriate language

10. Review and Adoption
This policy will be:
· Reviewed annually or following changes in legislation or guidance
· Published on the Council’s website
All councillors, employees and volunteers must comply with this policy at all times.
Adopted by Smarden Parish Council:
Review date:


SMARDEN PARISH COUNCIL
Privacy Notice (UK GDPR)
1. Who We Are
Smarden Parish Council is the data controller responsible for your personal data.
Contact details:
Parish Clerk
Smarden Parish Council
Smarden Charter Hall
Chessenden Lane
Smarden, Kent TN27 8NF
Email: clerk@smardenparishcouncil.gov.uk

2. What Personal Data We Collect
Personal data may include:
· Names
· Contact details
· Correspondence
· Photographs and video (where applicable)
· Website usage data

3. How We Use Your Data
We process personal data to:
· Deliver parish council services
· Respond to enquiries
· Manage meetings and consultations
· Meet legal and regulatory obligations
Most processing is carried out under legal obligation or public task, not consent.

4. Website Use
When you visit our website:
· We may collect anonymised usage data
· IP addresses may be processed for security and performance
· Cookies are used to improve website functionality
No personal data is collected unless you choose to provide it.

5. Data Sharing
We do not share personal data with third parties unless:
· Required by law
· Necessary to deliver Council services

6. Data Retention
Personal data is retained in line with the Council’s Retention Schedule and only for as long as necessary.

7. Your Rights
You have the right to:
· Access your data
· Request correction or deletion (where applicable)
· Object to processing
· Request restriction of processing
Requests should be made to the Parish Clerk and will be responded to within one calendar month.

8. Complaints
If you are unhappy with how your data is handled, you may complain to the Information Commissioner’s Office (ICO).

